Procedure to Upload by sFTP ]FB

. If you wish to send us an sFTP instruction as a financial institution connected with
the banking system, please email us at admin@intfiba.com using only the
business email address associated with your business page (no Gmail accounts or
similar).

. You will receive a “User Name” and an “Initial Password” when you register with
our system. For future transactions, please change the initial password to a
password of your liking. The “Security Key” — your signature- can be retrieved from
your “Messages” board. Please copy it; it will only appear once. After that, we will
provide you with a one-time “Input AES Code (Key)” and an “Upload Link” through
your message board to upload your SFTP and other necessary files to our
secured Bank-NAS through a particular VPN tunnel (accessible only two times)
reserved for your communication.

. After retrieving your “Input AES Code (Key)”, Please open the following link in
Chrome, Safari, Edge, or Firefox: https://intfiba.netlify.app

. Please enter the Input AES Code

(Key) you have copied, valid for

one SFTP message only, into  AES Code Transformer
the input field, then click
“Generate Output Key.” Copy the
generated “Output AES Code Input AES Code (Key):
(Key)” - you will need it for your
sFTP.Note that the generated
“‘Output AES Code (Key)’
changes throughout the day, Output AES Code (Key):
and you have a one- hour

window starting at the top of

each hour to use it and send the

SFTP. The “Output AES Code

(Key)” shall be inserted into the

Field 20 (maximum 16

characters) of your sFTP message.

Enter your AES code (key) in hexadecimal format:

Generate Output Key

. The recipient (IFB Bank) uses the same key to correctly verify and interpret the
message's validity. Please send your sFTP message, including Field 20, with the
“Output AES Code (Key),” and sign at the end of your message with your name
and your “Security Key.”

. If you want to send another SFTP, you have to receive another “Input AES Code
(Key)” for your following communication; please get in touch with us at
admin@intfiba.com. After that, you will be able to retrieve the new “Input AES Code”
in your “Messages” board.
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Connection Details

Protocol: SFTP (SSH File Transfer Protocol)
Server Address: 192.168.2.212

Port: 2022

Username: (provided username)

Password: (provided password)

(@ Make sure to use an SFTP-compatible client. FTP won't work.

Recommended SFTP Clients

FileZilla Windows / macOS / Linux filezilla-project.org
WinSCP Windows winscp.net
Cyberduck macOS / Windows cyberduck.io
Transmit macOS panic.com/transmit

Upload Steps

—

. Open your SFTP client

Create a new connection

o Host: 192.168.2.212

o Port: 2022

o Protocol: SFTP
Enter your username and password
Connect and go to your root folder
Drag and drop the files to upload

Security Tips

Use strong, unique passwords

Avoid sharing credentials over email

If 2FA or expiry timers are active, let clients know beforehand
You may enforce upload-only permission to prevent file deletion
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