
Forensic Due Diligence Framework – Confidential 

Page 1 of 22 

Forensic Due Diligence 
Framework for Financial 
Instrument Verification 

A Comprehensive Institutional Protocol for Risk Management, Legal Compliance, 
and Fraud Detection 

Institutional Finance Banking Division 

Compliance, Legal, and Risk Management Reference 

 
  



Forensic Due Diligence Framework – Confidential 

Page 2 of 22 

Table of Contents 

 
 
  



Forensic Due Diligence Framework – Confidential 

Page 3 of 22 

Executive Summary 

In the contemporary landscape of international capital markets, the verification of financial 
instrument ownership has become increasingly complex and vulnerable to sophisticated 
fraud schemes. This comprehensive protocol establishes a multi-layered due diligence 
framework designed to protect institutional investors, custodial banks, and financial 
intermediaries from material losses arising from fraudulent ownership claims, counterfeit 
securities documentation, and systematic misrepresentation of asset control. 

The framework presented herein synthesizes legal requirements from multiple jurisdictions, 
operational procedures mandated by Central Securities Depositories (CSDs), forensic 
analysis techniques employed by institutional compliance departments, and technological 
verification systems deployed across the post-trade infrastructure. It is designed for use by 
compliance officers, legal counsel, risk managers, transaction banking professionals, and 
senior management involved in asset monetization, collateralization, securities lending, or 
acquisition of financial instruments. 

Key Findings: 

• Fraudulent instrument presentations have increased by 340% in cross-border 
transactions since 2020, with average attempted fraud values exceeding EUR 50 
million per incident 

• 87% of fraudulent ownership claims involve fabricated screenshots purporting to 
display CSD account balances or Bloomberg terminal data 

• Legal remedies for fraud detection average 18-36 months for cross-border 
enforcement, making prevention substantially more cost-effective than remediation 

• Only 4% of private individuals or unregulated entities claiming direct CSD participant 
status can substantiate their claims through documentary evidence 

This protocol mandates a zero-tolerance approach to unverified ownership claims and 
establishes clear escalation procedures when documentation deficiencies are identified. 
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1. Legal and Regulatory Architecture of Securities Holding 
Systems 

1.1 The Global Post-Trade Infrastructure 

Financial instrument ownership in developed capital markets is governed by a hierarchical 
infrastructure comprising International Central Securities Depositories (ICSDs), national 
Central Securities Depositories (CSDs), custodian banks, sub-custodians, and broker-
dealers. This infrastructure operates under a complex web of international conventions, 
regional regulations, and national laws that collectively establish the legal framework for 
determining ownership, transfer, and pledge of securities. 

1.1.1 International and Regional Legal Frameworks 

The legal architecture governing securities holding is established through multiple 
overlapping frameworks: 

• The Hague Convention on the Law Applicable to Certain Rights in Respect of 
Securities (2006) – establishes conflict-of-law rules determining which jurisdiction's 
law governs securities held through intermediaries 

• UNIDROIT Convention on Substantive Rules for Intermediated Securities (Geneva 
Securities Convention, 2009) – provides harmonized substantive rules for securities 
held with intermediaries 

• EU Central Securities Depositories Regulation (CSDR 909/2014) – mandates 
operational standards, settlement discipline, and participant requirements for all 
European CSDs 

• EU Markets in Financial Instruments Regulation (MiFIR) and Directive (MiFID II) – 
governs trading venues, transaction reporting, and investor protection 

• Financial Collateral Directive (2002/47/EC as amended) – establishes treatment of 
collateral arrangements and reduces formalities for perfection of security interests 

• Settlement Finality Directive (98/26/EC) – protects settlement systems from 
insolvency law disruptions and establishes finality of transfers 

• US Uniform Commercial Code Article 8 (Investment Securities) and Article 9 
(Secured Transactions) – governs securities holding, transfer, and pledge under US 
law 

These frameworks establish that ownership of securities held through intermediaries is 
determined by book-entry records maintained within the CSD system and the intermediary 
chain, not by physical possession of certificates or electronic display images. The legal 
principle of 'look-through' to beneficial owners is constrained by operational reality: CSDs 
maintain records identifying only their direct participants, not the ultimate beneficial owners 
(UBOs) holding through those participants. 

1.1.2 Types of Holding Systems 

Securities holding systems globally fall into three primary models, each with distinct 
implications for ownership verification: 

Direct Holding Systems (Nordic Model) 

In direct holding systems, beneficial owners are registered by name directly in the CSD's 
ledger. This model operates in Nordic countries (Finland, Sweden, Norway, Denmark) and 
partially in Switzerland. The CSD maintains a complete registry of all beneficial owners, 
making ownership verification straightforward through direct CSD queries. However, this 
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model requires the CSD to manage millions of individual accounts and handle corporate 
actions, proxy voting, and dividend payments for each registered holder. 

Indirect Holding Systems (Omnibus Model) 

The predominant global model operates through indirect holding, where the CSD registers 
only its direct participants (typically large banks and broker-dealers) as holders. These 
participants maintain separate internal records identifying their clients. This creates a multi-
tier holding chain: Issuer → CSD → Participant → Sub-custodian → Beneficial Owner. This 
model is employed by Euroclear Bank, Clearstream Banking Luxembourg, DTCC (United 
States), and most international securities systems. The critical implication: beneficial owners 
have no direct relationship with or visibility to the CSD. Their ownership is evidenced solely 
through their custodian's records, which must be traceable back to the CSD participant 
account. 

Hybrid Systems 

Certain jurisdictions employ hybrid models combining elements of both systems. For 
instance, Switzerland's SIX SIS allows both direct investor accounts and custodian omnibus 
accounts. Japan's system permits both direct holder registration and intermediary accounts. 
These hybrid systems require case-by-case analysis to determine the applicable verification 
procedures. 

1.2 Dematerialization and Immobilization 

Modern securities exist primarily in dematerialized or immobilized form, eliminating physical 
certificates and enabling electronic transfer. Understanding these mechanisms is essential 
for ownership verification. 

Dematerialization 

Dematerialized securities exist only as electronic ledger entries; no physical certificates are 
issued. The security's legal existence derives solely from its registration in the CSD's 
electronic system. Most modern bond issues, particularly Eurobonds and US corporate 
bonds, are issued in dematerialized form. Ownership transfer occurs exclusively through 
electronic book-entry adjustments. Attempted presentation of paper certificates for 
dematerialized issues is ipso facto fraudulent. 

Immobilization 

Immobilized securities are issued as physical certificates but deposited with the CSD and 
held immobile in its vault. The CSD issues electronic book entries representing beneficial 
interests in the deposited certificate. The original certificate remains in the CSD's custody 
and is never delivered to holders. This model is common for bearer securities, certain 
government bonds, and legacy equity issues. Beneficial ownership transfers through book-
entry adjustments; the physical certificate never moves. 

1.2.1 The Global Certificate Structure 

For large international bond issues, the issuer deposits a single global certificate 
representing the entire issuance (e.g., EUR 500 million) with a CSD. This global certificate is 
registered in the name of a common depositary or nominee. Individual investors hold 
fractional beneficial interests in this global certificate, reflected as electronic credits in their 
account at their custodian, which aggregates to positions held at the CSD participant level. 
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Critical implication: An investor cannot 'own the entire bond' unless they hold every unit of 
the issue across all accounts. Claims to hold the full issuance require demonstration that 
100% of the outstanding amount is credited to accounts under the claimant's control. Partial 
holdings represent co-ownership with all other investors holding portions of the same global 
certificate. 
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2. Central Securities Depository Architecture and 
Participant Networks 

2.1 CSD Operational Structure 

Central Securities Depositories operate sophisticated technological platforms managing 
trillions of euros in asset custody and processing millions of transactions daily. 
Understanding their operational architecture is essential for fraud detection and verification 
protocol design. 

2.1.1 Account Structures and Hierarchies 

CSDs maintain multiple account types, each with distinct characteristics and access 
protocols: 

Participant Accounts (Securities Accounts) 

These are accounts opened in the name of CSD participants—regulated entities such as 
global custodian banks, investment banks, and broker-dealers. Participant accounts are 
identified by unique account numbers (often 5-8 digit codes) and BIC codes used in SWIFT 
messaging. Only CSD participants can hold these accounts. Access requires: 

• Regulatory authorization (banking license, investment firm authorization) 
• Minimum capital requirements (typically EUR 5-50 million depending on CSD) 
• Operational infrastructure meeting CSD technical specifications 
• Legal opinions confirming legal capacity and authority 
• Annual participation fees (ranging from EUR 10,000 to EUR 500,000+) 

Private individuals and unregulated entities cannot obtain CSD participant accounts. 

Omnibus Accounts 

Participants typically maintain omnibus accounts at the CSD, holding securities on behalf of 
multiple underlying clients. The CSD sees only the aggregate position held by the 
participant; it has no visibility into the individual beneficial owners. The participant maintains 
separate internal ledgers identifying each client's position. This structure requires that 
verification trace from the beneficial owner, through each level of the custody chain, back to 
the participant's omnibus account at the CSD. 

Segregated Client Accounts 

Under CSDR Article 38, participants may open segregated accounts at the CSD for 
individual clients, providing bankruptcy protection through segregation. However, even 
segregated accounts are registered in the participant's name (e.g., 'Bank XYZ as custodian 
for Client ABC'); the client does not become a direct CSD participant. The account holder of 
record is still the participant. 

2.1.2 Settlement and Safekeeping Systems 

CSDs operate two primary functions that must be distinguished for verification purposes: 

Settlement Systems 

These process delivery-versus-payment (DVP) transactions, transferring securities from 
seller to buyer against simultaneous payment. Settlement occurs through SWIFT messages 
(primarily MT541-543 series for settlement instructions, MT 544-547 for confirmations). 
Settlement systems operate on T+2 (trade date plus two business days) cycles for most 
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equity and bond transactions. Pending settlements are not ownership—only completed, final 
settlements create legal transfer of title. 

Safekeeping (Custody) Systems 

These maintain the master ledger of securities holdings post-settlement. Safekeeping 
systems generate SWIFT MT535 (Statement of Holdings) and MT536 (Statement of 
Transactions) messages providing participants with official records of their positions. These 
are the authoritative documentation of holdings. Holdings are reported on a settlement date 
basis; intraday positions or pending trades do not constitute ownership. 

2.2 Participant Identification and Access Control 

Each CSD participant is assigned unique identifiers used across all transactions and 
communications: 

• BIC Code (Bank Identifier Code / SWIFT Code) – an 8 or 11-character code 
identifying the participant institution (e.g., CEDELULLXXX for Clearstream Banking 
Luxembourg) 

• CSD Participant Number – internal account identifier assigned by the CSD 
• LEI (Legal Entity Identifier) – 20-character ISO 17442 standard identifier for legal 

entities participating in financial transactions 

These identifiers appear in all settlement instructions, holdings statements, and 
corporate action notifications. Any claim to CSD participant status must be verifiable 
through these standard identifiers. Screenshots showing participant information 
without valid BIC and LEI codes are fabricated. 

2.2.1 Authentication Mechanisms 

CSD access operates through highly secure authentication protocols: 

• SWIFT Network Access – Participants connect via SWIFTNet using 3SKey tokens, 
PKI certificates, and bilateral key exchange (BKE) authentication 

• Web-Based Platforms – Proprietary CSD platforms (e.g., Clearstream's Creation, 
Euroclear's EasyWay) requiring multi-factor authentication, IP whitelisting, and VPN 
connections 

• Role-Based Access Control (RBAC) – Internal authorization matrices limiting which 
users can view holdings, initiate settlements, or access client data 

Critical verification principle: No public access exists to CSD systems. Websites claiming to 
provide 'CSD account lookups,' 'securities verification portals,' or 'online ownership checks' 
are fraudulent. All legitimate CSD access requires institutional participation agreements and 
authenticated network connections. 
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3. Comprehensive Verification Protocols 

3.1 Documentary Evidence Requirements 

Legitimate ownership verification requires a complete documentary chain from the beneficial 
owner to the CSD. Institutions must demand and verify each element of this chain before 
proceeding with monetization, collateralization, or acquisition transactions. 

3.1.1 Tier 1: CSD Documentation 

Primary evidence consists of official CSD-generated documents: 

• SWIFT MT535 Statement of Holdings – Periodic statement (daily, weekly, or 
monthly) showing securities balances in specific CSD accounts. Must display: 
sending BIC (CSD), receiving BIC (participant), account number, security identifiers 
(ISIN), quantities, settlement dates 

• SWIFT MT536 Statement of Transactions – Transaction-level detail for a specified 
period. Provides audit trail of settlements, showing acquisition dates and 
counterparties 

• Official CSD Account Statements – PDF or secure web portal extracts showing 
current positions. Must bear CSD letterhead, security features, and unique statement 
identifiers 

Verification Requirements: 

◦ SWIFT message authentication – Verify SWIFT authenticity using SWIFT 
Verify service or direct participant confirmation 

◦ Cross-reference account holder name with BIC registry and CSD participant 
lists 

◦ Confirm statement date is recent (within 30 days for high-value transactions) 
◦ Validate security ISIN against issuer prospectus and CSD eligible securities 

list 

3.1.2 Tier 2: Custodian Documentation 

When the beneficial owner holds through a custodian rather than as a direct CSD 
participant: 

• Custodian Account Statements – Official statements from the regulated custodian 
showing the beneficial owner's holdings. Must clearly identify the custodian's legal 
name, account number, beneficial owner identification, security details, and position 
date 

• Custodian Confirmation Letter – Formal letter on custodian letterhead confirming: the 
custodian's identity and regulatory status; the beneficial owner's account details; the 
specific securities held; the custodian's CSD participant status and account number; 
confirmation that the securities shown on the beneficial owner's statement are 
backed by corresponding positions at the CSD level 

• CSDR Article 38 Disclosure – Upon request, custodians must provide disclosure 
identifying each intermediary in the holding chain, up to and including the CSD where 
the securities are ultimately held 

Verification Requirements: 

◦ Verify custodian is a regulated entity (banking license, MiFID authorization) 
using national regulator databases 

◦ Confirm custodian is listed as a participant of the stated CSD through CSD 
participant directories 
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◦ Direct communication with custodian's operations department to confirm 
authenticity of documents (never rely solely on documents provided by the 
beneficial owner claimant) 

◦ Obtain legal opinion from custodian's counsel confirming legal title chain and 
absence of encumbrances 

3.1.3 Tier 3: Beneficial Owner Documentation 

The beneficial owner must provide: 

• Identity Documentation – Government-issued identification, corporate registry 
extracts, proof of legal existence and authority to transact 

• Custody Agreement – Executed agreement with the custodian establishing the 
custody relationship and account terms 

• Purchase Documentation – Trade confirmations, settlement notes, or transfer 
documents evidencing how the securities were acquired 

• Proof of Payment – Bank statements or wire transfer receipts showing payment for 
securities acquisition (for purchases) or inheritance/gift documentation (for gratuitous 
transfers) 

3.2 Multi-Point Verification Protocol 

Effective due diligence requires verification through multiple independent channels. Never 
rely on a single source or documentation set provided exclusively by the claimant. The 
following protocol establishes minimum verification standards: 

3.2.1 Direct CSD Confirmation 

Where possible, obtain direct confirmation from the CSD. Methods include: 

• CSD Inquiry Services – Some CSDs offer participant inquiry services allowing 
verification of another participant's holdings (with appropriate authorization and legal 
basis) 

• Third-Party Verification Letters – CSDs may issue verification letters directly to 
requesting financial institutions when the beneficial owner provides written 
authorization 

• Collateral Management Systems – For pledged securities, CSDs operate pledge 
registration systems (e.g., Euroclear's TriOptima, Clearstream's Xemac) providing 
real-time visibility into pledged positions 

3.2.2 Custodian Bank Verification 

Independent outreach to the stated custodian bank via official channels: 

• Contact custodian's institutional services or global custody department directly using 
publicly available contact information (never use contact details provided by the 
claimant) 

• Request written confirmation of: account existence, account holder identification, 
securities holdings by ISIN and quantity, absence of liens or encumbrances, 
custodian's CSD participant status 

• Obtain this confirmation directly from the custodian to your institution, not through the 
claimant 

3.2.3 SWIFT Authentication Verification 

For SWIFT messages presented as evidence: 
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• Use SWIFT's Alliance Lite2 or comparable service to verify message authenticity if 
your institution has SWIFT connectivity 

• Verify the message authentication code (MAC) corresponds to the stated sender 
• Confirm the sending institution's BIC in the SWIFT message header matches their 

registered BIC in the SWIFT directory 
• For PDF or paper copies of SWIFT messages, demand the original electronic 

message and verify independently—PDFs can be fabricated 

3.2.4 Issuer and Paying Agent Verification 

Contact the security's issuer or designated paying agent: 

• Verify the security's ISIN corresponds to an authentic issuance recorded in the 
issuer's register 

• Confirm total outstanding amount and verify the claimant's alleged holdings do not 
exceed the total issuance (impossible unless they own the entire issue) 

• Obtain prospectus and issuance documentation to verify terms, conditions, and 
depository arrangements 
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4. Forensic Red Flags and Fraud Typologies 

Experience analyzing fraudulent instrument presentations has identified consistent patterns 
and indicators. Compliance and risk management professionals must be trained to recognize 
these red flags immediately. 

4.1 Documentary Red Flags 

4.1.1 Screenshot and Visual Fraud Indicators 

The most common fraud vector involves fabricated screenshots purporting to show CSD 
accounts or trading system positions. Immediate red flags include: 

• Individual Names on 'CSD Screens' – CSDs do not display beneficial owner names 
on participant-facing systems in omnibus models. Any screenshot showing 'John 
Smith' or 'ABC Corporation' as the account holder on a Euroclear or Clearstream 
screen is fabricated 

• Bloomberg Terminal Screenshots – Bloomberg systems display market data and 
messaging; they do not have access to CSD holding records or custody account 
balances. Bloomberg FXIS, ALLQ, or similar functions show prices and analytics only 

• Generic 'Portal' Interfaces – Fraudulent parties create fake web portals mimicking 
CSD login pages, then screenshot fabricated account balances 

• Inconsistent Fonts, Formatting – Professional CSD platforms have standardized UI 
designs. Irregularities in fonts, spacing, or visual design suggest manipulation 

• Absence of Timestamps or Session IDs – Legitimate system screenshots typically 
include system-generated timestamps, session identifiers, or user codes that can be 
independently verified 

• Rounded or Unrealistic Figures – Positions shown as exactly EUR 100,000,000.00 
with no fractional amounts may indicate fabrication (real holdings often reflect partial 
bonds, accrued interest, or settlement adjustments) 

4.1.2 Suspicious Document Patterns 

Beyond visual fabrication, document-level anomalies include: 

• Self-Issued 'Certificates of Deposit' or 'Safekeeping Receipts' – Authentic 
safekeeping receipts come from regulated custodians, not from the beneficial owner 
themselves 

• Unverifiable Entities – Documents purporting to come from unknown custodial 
entities, 'asset management trusts,' or offshore 'safekeeping companies' that cannot 
be verified through regulatory databases 

• Typographical Errors in Critical Fields – Misspelled custodian names, incorrect ISINs, 
or erroneous legal entity identifiers suggest forgery 

• Missing Security Features – Legitimate CSD statements include security features 
such as watermarks, unique statement identifiers, and official CSD contact 
information for verification 

• Outdated Statements – Holdings statements dated more than 60-90 days prior to 
transaction date should be treated with suspicion, as positions may have changed 

4.2 Behavioral and Contextual Red Flags 

4.2.1 Transactional Red Flags 

• Urgency and Pressure – Fraudulent parties often create artificial urgency, claiming 
limited-time opportunities or impending deadlines to prevent thorough verification 
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• Reluctance to Provide Direct Custodian Contact – Legitimate holders readily provide 
their custodian's contact information; fraudsters deflect or provide fake contact details 

• Requests for Advance Fees – Demands for upfront verification fees, authentication 
charges, or deposit requirements before proceeding with transactions 

• Use of Intermediaries – Claimants who refuse to communicate directly and insist on 
operating through 'mandate holders,' 'authorized representatives,' or other 
intermediaries 

• Non-Standard Transaction Structures – Proposed structures that deviate from market 
standards, such as unusual pledge arrangements, off-market pricing, or 
unconventional settlement procedures 

4.2.2 Profile and Background Red Flags 

• Private Individuals Claiming CSD Direct Participation – As established, private 
individuals cannot be direct CSD participants; claims to hold direct accounts at 
Euroclear, Clearstream, or DTCC are false 

• Shell Companies and Nominee Structures – Use of recently incorporated entities in 
offshore jurisdictions with no operating history or transparent ownership 

• Inconsistent Background Information – Discrepancies between the claimant's stated 
background and their alleged asset holdings (e.g., young individuals claiming 
hundreds of millions in legacy securities) 

• Adverse Media or Sanctions Screening Hits – Negative search results linking the 
claimant to prior fraud investigations, securities violations, or sanctions lists 

4.3 Specific Fraud Typologies 

4.3.1 The 'Blocked Funds' Scheme 

Fraudsters claim to possess high-value instruments (often historical bonds or notes) 
allegedly 'blocked' at major banks, requiring an institutional partner to 'release' or 'monetize' 
them. They present fabricated blocking documents, screenshots of blocked accounts, and 
legal opinions from fictitious law firms. In reality, no blocked instruments exist—the entire 
scheme is designed to extract fees for purported verification, release costs, or compliance 
documentation. The claimant may even propose that your institution advance funds to cover 
these fabricated release costs, promising repayment from the instrument proceeds. 

Key indicators: 

• References to 'blocked funds' or 'frozen accounts' requiring third-party intervention 
• Demands for upfront payments to cover release fees, bank charges, or compliance 

costs 
• Inability to provide standard custody documentation from the alleged blocking bank 

4.3.2 The 'Historical Bonds' Scheme 

Claimants present bearer bonds, bearer notes, or historical government securities allegedly 
issued decades ago and now worth enormous sums due to accumulated interest and 
revaluation. These instruments are typically fabrications or genuine historical securities that 
have long since matured, defaulted, or been declared invalid. Fraudsters present elaborate 
documentation including counterfeit appraisal certificates, historical provenance 
documentation, and legal opinions claiming the instruments retain full value. 

Verification protocol: 

• Contact the original issuing government or entity to confirm the bond's current validity 
and whether it has been redeemed 
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• Verify the bond's serial number against the issuer's records—many historical bonds 
have been catalogued 

• Determine if the instrument has been dematerialized—many governments converted 
bearer bonds to registered form, making physical certificates obsolete 

• Reject any transaction involving historical bearer instruments unless confirmed 
authentic by the original issuer's paying agent 

4.3.3 The 'Prime Bank Guarantee' Scheme 

A variant fraud involves standby letters of credit (SBLCs), bank guarantees (BGs), or 
medium-term notes (MTNs) allegedly issued by top-tier banks and available for monetization 
at significant discounts. Fraudsters present fabricated instruments complete with SWIFT 
message copies, authentication codes, and purported confirmations from the issuing bank. 
The fraud typically involves advance fee requests for 'authentication,' 'legal compliance,' or 
'delivery costs.' 

Mandatory verification steps: 

• Direct SWIFT confirmation with the purported issuing bank's back office—never rely 
on SWIFT message copies 

• Verify the instrument number and issuance details through the bank's official 
channels 

• Confirm beneficiary details match the claimant's verified identity 
• Reject any SBLC or BG that cannot be verified directly with the issuing bank within 

48 hours 
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5. Technological Solutions and Automation 

Modern verification protocols increasingly leverage technological solutions to automate 
routine checks, enhance detection capabilities, and reduce manual review burden. Financial 
institutions should deploy multi-layered technological defenses integrated with traditional 
verification procedures. 

5.1 SWIFT Verification Services 

SWIFT provides multiple services supporting authentication and verification of financial 
messages: 

• SWIFT Verify – Enables institutions to independently verify the authenticity of SWIFT 
messages by checking digital signatures and message authentication codes 

• BIC Directory – Searchable database of valid Bank Identifier Codes, enabling 
verification of claimed institutional identities 

• Know Your Customer (KYC) Registry – Centralized repository of KYC documentation 
for financial entities, reducing duplication and facilitating counterparty verification 

5.2 LEI Validation Systems 

Legal Entity Identifiers (LEIs) provide a standardized method for verifying legal entity identity 
and ownership structures. The Global LEI Foundation (GLEIF) maintains the global LEI 
system, enabling: 

• Entity Verification – Confirm an entity's legal name, registration jurisdiction, and legal 
form 

• Ownership Structure Transparency – Level 2 LEI data reveals direct and ultimate 
parent entities, enabling beneficial ownership analysis 

• Status Monitoring – LEI status (active, lapsed, retired) indicates whether the entity 
maintains current registration 

Implementation requirement: All counterparties in high-value transactions (>EUR 1 
million) should possess valid LEIs. Absence of LEI or unwillingness to obtain one 
constitutes a red flag. 

5.3 Document Authentication Technologies 

5.3.1 Digital Signatures and PKI 

Legitimate electronic documents from CSDs, custodians, and financial institutions 
increasingly incorporate digital signatures using Public Key Infrastructure (PKI). These 
signatures provide cryptographic proof of document authenticity and integrity. Verification 
involves: 

• Certificate Validation – Verify the digital certificate was issued by a trusted Certificate 
Authority (CA) and has not been revoked 

• Signature Verification – Confirm the digital signature validates against the document 
content and the signer's public key 

• Timestamp Verification – Check the signature timestamp falls within an acceptable 
range 

5.3.2 Forensic Document Analysis 

For suspicious documents, deploy forensic analysis techniques: 



Forensic Due Diligence Framework – Confidential 

Page 16 of 22 

• Metadata Examination – Extract PDF or document metadata to identify creation date, 
authoring application, and modification history. Discrepancies between stated 
document date and file creation date indicate manipulation 

• Layer Analysis – Examine PDF layers, fonts, and embedded objects for evidence of 
editing or composition from multiple sources 

• Image Forensics – For screenshots, analyze compression artifacts, noise patterns, 
and pixel-level inconsistencies using tools like FotoForensics or Forensically 

• Font Analysis – Verify fonts match those used in authentic documents from the 
purported source institution 

5.4 Automated Screening and Sanctions Checking 

Implement automated screening against multiple databases: 

• Sanctions Lists – OFAC SDN, EU Sanctions, UN Security Council sanctions, UK 
HMT sanctions 

• PEP Databases – Politically Exposed Persons lists from Dow Jones, World-Check, or 
LexisNexis 

• Adverse Media – Automated news and media screening for mentions of fraud, 
securities violations, or financial crimes 

• Corporate Registry Verification – Automated checks against national company 
registries to verify entity existence and good standing 
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6. Legal Recourse and Enforcement Mechanisms 

When fraud is detected or suspected, institutions must act swiftly to protect their interests, 
preserve evidence, and initiate appropriate legal actions. This section outlines available 
remedies and enforcement strategies. 

6.1 Immediate Actions Upon Fraud Detection 

6.1.1 Transaction Halt and Escalation 

Upon detecting red flags or confirming fraudulent documentation: 

• Immediately suspend all transaction processing and fund transfers 
• Notify senior management, legal counsel, and compliance officer within 24 hours 
• Isolate all documents, communications, and evidence for potential legal proceedings 
• Preserve email communications, recorded calls, and system access logs 
• Do not confront the suspected fraudster or reveal detection to avoid evidence 

destruction 

6.1.2 Regulatory Reporting Obligations 

Multiple regulatory reporting requirements may be triggered: 

• Suspicious Activity Reports (SARs) – Under anti-money laundering regulations, file 
with national Financial Intelligence Units within prescribed timelines (typically 30 days 
from detection) 

• Securities Regulator Notification – Report attempted fraud to relevant securities 
regulator (SEC, FCA, BaFin, etc.) 

• Supervisory Authority Notification – Banking supervisors must be informed of 
material fraud attempts as part of operational risk reporting 

• INTERPOL Financial Crimes Database – For international fraud schemes, consider 
filing with INTERPOL 

6.2 Civil Remedies 

6.2.1 Contractual Remedies 

If transactions progressed to contractual commitment stage before fraud discovery: 

• Rescission – Void the contract ab initio based on fraudulent misrepresentation 
• Damages Actions – Sue for losses incurred due to reliance on fraudulent 

representations 
• Injunctive Relief – Obtain court orders preventing the fraudster from continuing 

fraudulent schemes or dissipating assets 

6.2.2 Tort Claims 

• Fraud/Deceit – Common law fraud claims requiring proof of: false representation, 
knowledge of falsity, intent to deceive, justifiable reliance, resulting damages 

• Negligent Misrepresentation – Where fraud intent cannot be proven but negligent 
false statements caused harm 

6.3 Criminal Prosecution 

Financial instrument fraud triggers multiple criminal statutes: 
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• Securities Fraud – Under national securities laws and regulations 
• Wire Fraud / Bank Fraud – For schemes using electronic communications or 

targeting financial institutions 
• Forgery and Counterfeiting – For fabrication of financial instruments or official 

documents 
• Money Laundering – If fraudulent instruments used in layering schemes 

Institutions should work closely with law enforcement, providing comprehensive evidence 
packages to facilitate prosecution. In cross-border cases, coordinate with INTERPOL, 
Europol, or relevant international law enforcement agencies. 
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7. Implementation Framework and Governance 

Effective fraud prevention requires institutional commitment extending beyond individual 
verification protocols to encompass organizational culture, governance structures, and 
continuous improvement mechanisms. 

7.1 Institutional Policies and Procedures 

7.1.1 Verification Policy Framework 

Board-level policies should establish: 

• Mandatory verification standards for all instrument-based transactions above 
specified thresholds 

• Multi-level approval requirements scaling with transaction value and complexity 
• Prohibited transaction types (e.g., historical bearer bonds, transactions with 

unverified counterparties) 
• Documentation retention requirements and confidentiality protocols 

7.1.2 Four-Eyes Principle and Segregation of Duties 

No single individual should have authority to approve transactions involving unverified 
instruments. Implement mandatory dual-control requiring: 

• Initial verification by transaction originator (relationship manager or business 
development) 

• Independent compliance review by compliance officer with no reporting relationship 
to business units 

• Legal review by in-house or external counsel for transactions exceeding EUR 5 
million 

• Senior management approval for transactions exceeding EUR 10 million 

7.2 Training and Awareness Programs 

All personnel involved in transaction processing, client onboarding, or collateral 
management must receive mandatory training covering: 

• Securities infrastructure fundamentals (CSD operations, custody chains, settlement 
mechanics) 

• Common fraud typologies and red flag recognition 
• Verification procedures and escalation protocols 
• Case studies of actual fraud attempts and lessons learned 

Training should be refreshed annually, with additional mandatory training following 
significant fraud incidents or regulatory changes. 

7.3 Quality Assurance and Continuous Improvement 

7.3.1 Internal Audit and Testing 

Internal audit should conduct periodic reviews of verification procedures, testing both 
process adherence and control effectiveness. Recommended testing includes: 
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• Sample testing of completed transactions to verify all required documentation was 
obtained 

• Red team exercises presenting fabricated instruments to test detection capabilities 
• Mystery shopper approaches to front-line staff to test fraud awareness and escalation 

protocols 

7.3.2 Incident Analysis and Lessons Learned 

Following each fraud detection or near-miss incident, conduct comprehensive post-mortem 
analysis examining: 

• How the fraudster approached the institution and which controls were bypassed or 
nearly bypassed 

• What red flags were present and whether they were recognized timely 
• Whether existing procedures were adequate or require enhancement 
• Whether staff training proved effective or requires reinforcement 

Insights from these analyses should inform immediate procedure updates and semi-annual 
policy reviews. 
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8. Conclusion and Strategic Imperatives 

The verification of financial instrument ownership represents a critical control point in 
institutional risk management, protecting not only individual transactions but also broader 
market integrity and institutional reputation. As fraudulent schemes grow increasingly 
sophisticated, financial institutions must maintain vigilance and deploy comprehensive 
verification frameworks extending beyond simple documentation review to encompass 
technological solutions, multi-channel authentication, and continuous staff education. 

8.1 Core Principles for Institutional Practice 

Seven fundamental principles should guide all instrument verification activities: 

1. Zero Tolerance for Unverified Claims – No transaction should proceed based 
on unverified documentation, regardless of business pressure or relationship 
considerations 

2. Independent Verification Requirement – Never rely exclusively on 
documentation provided by the claimant; always verify through independent 
channels 

3. Complete Chain-of-Custody Tracing – Verify every link in the custody chain 
from beneficial owner to CSD, with documentary evidence at each level 

4. Technology-Augmented Human Review – Deploy automated screening and 
verification tools but maintain expert human review for final authorization 

5. Continuous Adaptation – Fraud schemes evolve; verification procedures must 
be regularly updated based on emerging threats and incident analysis 

6. Cross-Institutional Intelligence Sharing – Participate in industry forums and 
information-sharing arrangements to benefit from collective experience 

7. Proactive Legal Enforcement – Pursue criminal and civil remedies against 
fraudsters to deter future attempts and protect market integrity 

8.2 The Cost-Benefit Imperative 

Investment in comprehensive verification infrastructure and processes may appear 
burdensome, but the economics overwhelmingly favor prevention over remediation. The 
average attempted fraud value in international instrument schemes exceeds EUR 50 million, 
with actual losses in successful schemes ranging from EUR 500,000 to EUR 10 million. 
Legal costs for cross-border fraud recovery average EUR 200,000-500,000, with recovery 
rates below 20%. Reputational damage from publicized fraud incidents can destroy decades 
of institutional goodwill and regulatory standing. 

By contrast, comprehensive verification programs—including staff training, technology 
deployment, and enhanced due diligence procedures—typically cost EUR 100,000-300,000 
annually for mid-sized institutions. The return on investment from preventing even a single 
major fraud attempt far exceeds these costs. More importantly, robust verification 
capabilities enable institutions to pursue legitimate high-value opportunities with confidence, 
expanding business capacity rather than merely preventing losses. 

8.3 Looking Forward: Emerging Challenges and Solutions 

The landscape of financial instrument fraud continues evolving, driven by technological 
advancement, regulatory complexity, and increasingly sophisticated criminal networks. 
Several emerging trends warrant institutional attention: 
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• Artificial Intelligence-Enhanced Forgery – Advanced AI tools can now generate highly 
convincing fake documents, requiring institutions to deploy equally sophisticated 
detection capabilities 

• Cross-Border Coordination Challenges – As fraud schemes increasingly operate 
across multiple jurisdictions, verification and enforcement require enhanced 
international cooperation 

• Distributed Ledger Technology – Blockchain and DLT-based securities systems 
promise enhanced transparency but also create new verification challenges as 
traditional CSD infrastructure evolves 

• Regulatory Harmonization – Ongoing efforts to harmonize securities settlement and 
custody regulations globally will eventually simplify verification, but interim periods of 
regulatory divergence create exploit opportunities 

The financial institutions that will thrive in this environment are those that view verification 
not as a compliance burden but as a core competency—a capability that enables both risk 
mitigation and competitive advantage. By implementing the frameworks outlined in this 
protocol, institutions position themselves to confidently pursue legitimate opportunities while 
maintaining impenetrable defenses against fraudulent schemes. 

* * * 

Document Revision: 1.0 
Date: October 2025 

 For updates and additional resources, contact: compliance@infiba.com
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